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Internet: Global and Ubiquitous Infrastructure for Communication (F F #E)
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Society 5.0
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Cvyber-Security

Big hurdle for as mandatory
Big-Date with A.l.

Vertical Lock-on Horizontal Cooperation
by silo (stove & pipe) jl> e.g., data-centric
11
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e Connectivity 13—y DEXE
2. 13— YNEADHE

e Ubiquitous/Mobile/Broadband

3. IPVeDWHEMEEFa)TA—
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(1) “End-to-end principle”

(2) “IP over everything”

(3) “Connectivity is own reward”
(4) “We believe in running code”

INET92 @Kobe by Dr.David D. Clark
“We reject kings, presidents, and voting;
we believe in rough consensus and running code”
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428—% b ZTLOREARE
= Security@JIZ[E EHLVvHEM

(1) “End-to-end principle” = B4 TN !

(2) “IP over everything” = TZAMEN LB HD5

(3) “Connectivity is a Disaster with Security”

(4) “We believe in running code”

INET92 @Kobe by Dr.David D. Clark
“We reject kings, presidents, and voting;
we believe in rough consensus and running code”
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LR —LIN EADRE B

E1MD K : Closed Open Network =» Global Open Network
=» not only for closed system

- BEELLTAHTCP/IP

20K : IP for Everyone/Billions
=» not only for researchers

— Scalability, Reliability & Robustness

FE3M K : IP for E-Business
=» not only for hobby/research

4D K : Broadband/Ubiquitous/Mobile
=» not only for computers

— Small Nodes
— Heterogeneous (Quality and Quantity) 17
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Where the Internet Goes ? (LU 5%

* Internet for Everything - Everything over IP

* Internet for Everyone - Everyone with IP

* Internet Everywhere/Anytime/Anyhow

— Everywhere and Anyhow to IP

W “IPis for Everyone “

Quantitative Scalability
until Massive Scalability
Qualitative Scalability
Heterogeneity
(e.g., Bandwidth, QoS/CoS, Media, etc.,)

18
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* New Object Hooked to the Internet

- BEA
— R
- RERE
* New Topological Regions Hooked to the Internet
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Number of automobiles G 2

EuroMotor Reports "Databook"

1990 2000 2010
PanPacific 275,080 324,703 361,931

Europe 205,086 267,829 330,610
S. Americas 37,491 53,363 715,251
Africa 13,267 18,178 24,309
A3|a 37, 407 73 111 126 896



Internet refrigerator 20004 DFER EH

(LI 75

* How many TV sets?
e How many Fridges?
e How many CD players?
e How many people?

e |P connected Control
BOX?

Experimental project of Okayama Information
Highway

22



Japanese IPv6 in 2017

1. IPv6 Deployment over NTT’s NGN Fletz

=> almost 50% (as Marchi 2018) w/ IPoE &PPPoE
2. Three Mobile Carriers (DoCoMo, au, SB)

= IPv6 Mobile Launch since summer 2017

3. Cloud and Service Providers
v' Hyper Giants: AWS(Amazon Web Service), MicroSoft
(*) Twitter announces IPv6
v' Domestic Providers : 1lJ, Sakura-Internet 53
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Why hyper-scalers use
“single-stack” IPv6 ?

1. Large # of devices; IPv4 can not accommodate

2. Large OPEX cost due to “Dual-Stack” operation
a. Set-up (Especially IPv4 NAT)
b. Counter measures for Cyber Security

Smart Meter Deployment in Power Utility Companies
cree* ) KEPCO (FLJHEEH): au LTE closed IPv6

TEPCO (EER T 71): 6LowPAN closed IPv6




Where we are going ?
Digitally Connected World
“Cyber-First” & “Society 5.0

26



Past: Physical First
— Digital Technology was supporter (321 =%134t)

. Digital Copy in Cyber
— CPS: Cyber Physical System
— Physical Space () Emulation/Simulation



Before Cyber-First
aka., “Physical-First”

1. Digital
Copy!

3.Print out

Sr->21b—-33>

ESRZI5RL—-23>
DEAOBPIEEELEMTHEL

>45-1>hO-N DNUI-FI-ESSIOEE, ESRR
_ _ =IUCED W, A OFIEERA
PEROIBUEMTOT L TEROIBYENMEEREB TITOT LWt % BRENMILEPEREEREORT-IMII - LI 2IRE%TS.
BEIICRML. AT, #5EL. LOEIND . LOATHMTIHEDS S VP LCES, SEEORRZHAEL. RRIC
EBSTNEE B, ISUEREREBREETI.
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 Past: Physical First
— Digital Technology was supporter (321 =%134t)

- Now: Digital Copy in Cyber
— CPS: Cyber Physical System
— Physical Space () Emulation/Simulation

 Future: Cyber First
— Programing(§%&tT) in Cyber Space
— Print-out (F1jfll /322 ) to Physical Space

29



1. Digital-Native Design
in Cloud DC

“Cyber-First”

4. Digital
Copy!

-——

Sr->21b—-33>

3.Print out !
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loT Devices

* Long time ago: Analogue Machinery Operation
e 20 century : Program(=Digital) Operation

— No logging, no memory

— Software Defined, but Fixed program

e 215t century : “On-line” Operation
— Generate digital data and send it to DC
— Analyze data and sent it to device to control it
— Software Defined Infrastructure with on-line updating

31
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Data Center as a Brain
 Structure of Computer

S
—Memory (EEII‘%;\) Center

—Peripheral (B 10 3s)
{loT Devices} Space
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FELTLVADIE. HyperScaler ‘s Cloud == Tl
v SWIZESTHESD. HWD B S THED (0P ETARM) -« ADLND | ADKHE 11
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Service
loT, BigData
Al

API (Application Interface)

WEB

TCP/IP

Ether, WiFi, Bluetooth

Fiber, Spectrum, Satellite
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Digitally Connected World

The Internet for Society 5.0

with collaborative security
for “trust” of digital economy
platform on The “I"nternet.




