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Overwhelming Social Problems

Unemployment Barriers to Education Economic Inequality



Overwhelming Social/Environmental Problems

Climate ChangeWater Scarcity Global Hunger



How do we solve these 

challenges?



By giving people the skills they need to thrive in 

a connected world.
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IT Job Market Projections

The need for IT professionals continues to grow

2020 U.S. Employment Predictions

Source: US Department of Labor, Bureau of Labor Statistics, www.bls.gov/emp/ep_table_108.htm

+28%
443,800

Network-Systems
Architect/Admins

+22%
664,800
Computer

Systems Analysts
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Security Analysts,
Network Architects

+18%
717,100

Computer Support
Specialists

+22%
All Computer
Occupations
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All
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http://www.bls.gov/emp/ep_table_108.htm
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Source: CompTIA’s IT Skills Gap study
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Globally, available IT jobs are 

increasing faster than the 

supply of skilled graduates

Addressing the IT Skills Gap in the U.S.

93%

of US employers 

report a gap between 

current and desired 

skills of IT staff

GAP

SUPPLY
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Cisco Networking Academy 1.87M Currently Enrolled Globally
Preparing people for IT careers since 1997

ü 11,400
Academies

ü 180
Countries

ü 9.26M
Students
Served

ü 24,700
Instructors

613K

381K

111K
247K

Cisco: The Worldwide Leader in IT

162K

175K184K

Oct 2018
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The Networking Academy Learning Portfolio
Collaborate for Impact

* Available within 12 months

Oct 2018

Aligns to Certification

Mobility Fundamentals
CCNA R&S: Introduction to Networks, R&S 
Essentials, Scaling Networks, Connecting 
Networks 
CCNP R&S:  Switch, Route, TShoot

Introduction to Cybersecurity

Introduction to IoT

CCNA Security
Cybersecurity Essentials

CCNA Cybersecurity Operations

Exploratory Foundational Career-Ready

Networking Essentials

Networking

Security

IoT & Analytics

Be Your Own Boss EntrepreneurshipBusiness

Get ConnectedDigital  Literacy

NDG Linux Unhatched
NDG Linux Essentials
IT Essentials

Programming

OS & IT

CLP: Advanced Programming in C
CPP: Advanced Programming in C++

NDG Linux II

Current & Planned

CLA: Programming Essentials in C
CPA: Programming Essentials in C++

NDG Linux I

Emerging Tech Workshop: Experimenting 
with REST APIs using WebEx Teams

IoT Fundamentals: 
Connecting Things, Big Data & Analytics, 
IoT Security*
Hackathon Playbook

Instructor Training required

Emerging Tech Workshop: Network 
Programmability Using Cisco APIC-EM

Self-paced

PCAP: Programming Essentials in Python

InternshipsPrototyping LabHackathonsPacket 
Tracer

Introduction to 
Packet Tracer

keosabe
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Cybersecurity
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The Need for Cybersecurity
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Cybersecurity 
Essentials 1.0
Overview 
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Cisco Networking Academy
Mind Wide Open
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ŜŎŰƌŢŖƂƆŨōĺ^IĶ��
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'���ƏIntroduction to Cybersecurity
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Networking Academy ��(/$%�+�
���������*',/ )-

NetRiders Competition�-"/- #&Regional IT CompetitionsHackathons Packet Tracer
* 12 .������

2017 � 1 �

���/!

Packet Tracer Know How
Mobility Fundamentals

CCNA Routing and Switching (2)

CCNP Routing and Switching (3)

Introduction to Cybersecurity

Introduction to IoT

CCNA Security
Cybersecurity Essentials

CCNA Cyber Ops*

�� �� 	�


Networking Essentials
CCENT Routing and Switching (2)

Networking

Security

IoT

Be Your Own Boss EntrepreneurshipBusiness

Get ConnectedDigital  
Literacy

Programming Essentials in C, C++

NDG Linux Unhatched NDG Linux Essentials

IT Essentials

Python*
Programming

OS & IT

Programming in C, C++ *

NDG Linux I
NDG Linux II

IoT Fundamentals :   Connecting Things*
Big Data and Analytics*
Hackathon Playbook*

Instructor Training required

Self-paced
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Introduction to 
Cybersecurity

Cybersecurity 
Essentials

CCNA 
Cybersecurity  

Operations

CCNA Cyber Ops	�����

��������

���	�
�����

�� �
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CCIE
Colla-

boration

CCNP
Colla-

boration

CCNA
Colla-

Boration

CCIE
Data

Center

CCNP
Data

Center

CCNA
Data

Center

CCNP
Cloud

CCNA
Cloud

CCNA
Cyber 
Ops

CCIE
Routing &
Switching

CCNP
Routing & 
Switching

CCNA
Routing & 
Switching

CCIE
Wireless

CCNP
Wireless

CCNA
Wireless

CCIE
Security

CCNP
Security

CCNA
Security

CCNA
Industrial

CCIE
Service
Provider

CCNP
Service
Provider

CCNA
Service
Provider

CCDE

CCDP

CCDA

CCAr

CCENT����
	���
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• PC<��%>XHYLIK2��<�$2):��

• ���4%Windows3LinuxEFJQ6DXGNK<��

• ���4LIKWYAXC6DXGNK<��

• 2#�316#�6��

• ���4NVCSPXC6DXGNK<��

• ���4SQLB?T6��

• Cisco Packet Tracer6��

�:
��6Cisco Networking Academy6DYF<	 .:
+32%CCNA Cyber Operations6�5��4�!
3FAU<"50*:+3(2)8.:

IT & OS
• IT Essentials
• NDG Linux Essentials

Networking
• Networking Essentials
• CCNA R&S: Introduction to Networks

Security
• Introduction to Cybersecurity
• Cybersecurity Essentials

Packet Tracer
• Introduction to Packet Tracer

Essentials of:
• Programming

• Electricity

• Networking

CCNA Cyber Ops27%��6�!3FAU6/96���O
JT=U(% @NERX3-1��MVY6�5
8;'8.&
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� 0$6I 4NA ���������

1 ,$;N/(EH4#�Security Operations Center $M6K1)-FM

2 Windows&?JN4#M*-.4B
OS��� ITE�Linux Essentials���

3 Linux&?JN4#M*-.4B

4 :36LN)>K6+I�,N<.
:36LN(M*��� CCNA R&S (ITN) ���

5 :36LN)$M=G.6G)2D

6 :36LN)/(EH4#���

,$;N/(EH4#���
Cybersecurity Essentials�CCNA 

Security���

7 :36LN)"03).: 
�!� 

8 :36LN)!� 

9 ���������

10 %M7@$M6/(EH4#�"8H-.

11 /(EH4#C90HM*
,$;N/(EH4#�&?JN

-FM
12 Intrusion Data Analysis

13 $M-5M6�	���H';H
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CCNA Cybersecurity 
Operations 1.0
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1 SL^mVOegZK<Security 
Operations Center

SL^m�@%1*�J*��J�#6H+SL^m�A*8@��
J�6 1�>IB*��J�6��F�>H3<G*Security 
Operations Centers, SOC, ASL^m��<�.��;,H3<J�D+

2 WindowsNbimZKlQ TUZd ���>Windows@RlVa[<*OS1=@�?�!5:-H0J�C*
WindowsMl\cLl[J�&6H9E?��4IHYmhJ�H+

3 LinuxNbimZKlQ TUZd Linux?/2H�� *�CVOegZK?)(59WUPJ�C*Linux@
���>NbimTflJ	"6H+

4 ]X[kmP aj[Rh<Sm_U
TCP/IPaj[RhJ��59]X[kmP1'
=@�>��J5*Rl
`emW]X[kmPU�@WUPJ	"47H)(59Sm_UJ$�6
H+

CCNA Cyber Ops Course Outline
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CCNA Cyber Ops Course Outline
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5 ]UYnpI Eo`iPYiITe
nECpZ(nEflP(]UYnpIQHgjWD(]UYnpIXMEoB
�<(]UYnpI Eo`iPYiITe;��GblpNhoB$�1@)

6 ]UYnpI QHgjWD;��
]UYnpIB��0=,71@�� ->(]UYnpIB	@3<;
�*9VpkB��(2;��B��1@)

7 ]UYnpI CSUIP: ��?B1@
Yi`DUI d\SjoJ;%"�B�#0(8;�:d\SjoJ.
�
/A@-B�#1@)]UYnpIamYKk;!��(IP, TCP, UDP, 
ARP, DNS, DHCP, HTTP, &�cpk7+43Lp_P;!��B�')

8 ]UYnpIB	@
]UYnpIQHgjWDB��1@3<;CampT(CIQPKoYmp
k;�B$�(LE^pQHgjWD C[jPY.PlUYEoWjOF
oP;3<:��1@�*9jRpP:5+6��1@)
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CCNA Cyber Ops Course Outline
� 
����� �����	�

9 ��
9�('	�
WPSehJNI^aQD<]VOafK;-0?��<&!�A#�3
?+

10 FfT\EfS NI^aQD9CUaLM FfT\EfS<���9��A$�3?��A#�3?+

11 NI^aQD ]VOafK
NI^aQD� 9NI^aQD]VOafK;��1@5dKZBEb;
7,8#�3?+

12 Intrusion Data Analysis WPSehJNI^aQD C`hS/FgDRfM928*:<�;c\h
S*"�*��*FMGchL_f*�%1@?<.A
�3?+

13 EfLRfS�94<aGYa

Cyber Kill Chain, Diamond Model, VERIS Schema, Computer 
Security Incident Response Teams (CSIRTs) <��>9EfLRfS
�<[dNM;�05National Institute of Standards and 
Technologies (NIST)<HET`Ef9,65*EfLRfS�XfTa
fK]Rb9�)A
=+
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CCNA Cyber Ops 

Platform Description

Desktop PC

• OS: Windows 7, 8, or 10, MAC OSX 

• Processor: Intel Core i7 4600U 2.7GHz (with Virtualization Support)

• Memory: 8 gigabyte (GB) RAM (standard) or 4 GB (alternate option)

• Display Adapter: PCI, PCIe (recommended), or AGP video card (DirectX 9 graphics device with 
WDDM driver)

• Disk: 45 GB hard drive. See table in the next slide for details.

• Network: 1 Ethernet Card or 1 Wireless Ethernet Card

Web Browser The most recent version of Microsoft Internet Explorer, Google Chrome, or Mozilla Firefox with the 
most recent versions of Java and Flash Player installed.

Oracle VirtualBox The latest version. Currently 5.1.22

Windows Experience Index (WEI) 6.5 (recommended)

Packet Tracer Version 7.0 Latest build

Curriculum requirements: 1 student Personal Computer (Desktop/Notebook) per student (recommended), 
at most 2 students per PC
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Virtual Machine Name Disk Space RAM

CyberOps Workstation VM 7 GB 1 GB

Kali Linux VM 10 GB *1 GB

MetaSploitable VM 8 GB *512 MB

Security Onion VM 10 GB

4 GB 
(standard)

3 GB 
(alternate 

option)

Lab Setup

��������

* Not needed for alternate option




